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Minutes 
 

  

Audit and Risk Committee Meeting to be held at 9.00 AM on Wednesday 27 April 2022 in the Bennett Room, Pleasant 

Creek Historic Precinct. 
 

1 Present 

 

 Mr Peter Knights (Chair) 

 Mr Tony Roberts (via phone) 

 Ms Lynn Jensz 

Cr Murray Emerson 

 Cr Kevin Erwin (left meeting 10.30am) 
  

 Ms Liana Thompson, Chief Executive Officer 

 Mr Vaughan Williams, Director Corporate and Community Services 

 Mr Graham Haylock, Manager Financial Services 

Ms Stretch Smith, Manager Business Transformation  

Mr Phil Delahunty, RSD Audit (via phone) 

Ms Blessing Mendoza, RSD Audit (via phone) 
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2 Apologies 

No apologies were received 

 

3 Disclosures of a Conflict of Interest at a Council Auspiced Meeting 

Nil 

 

4 Confirmation of Minutes from the Previous Meeting 

Confirmation of draft minutes from the Northern Grampians Shire Council Audit and Risk Committee meeting held, Wednesday, 2 February 2022.  

 

Moved: Cr Murray Emerson 

Seconded:  Cr Kevin Erwin 

Carried 

 

5 Matters Arising from the Minutes 

Nil 

 

6 General Business 

 

6.1  Audit and Risk Committee Reappointment - Ms Lynn Jensz 

Discussion regarding the reappointment of Ms Lynn Jensz to the Audit and Risk Committee. 

 

Outcome 

The committee discussed the reappointment of Ms Lynn Jensz to the Audit and Risk Committee and recommended that Ms Jensz be reappointed to the 

Committee for a new three-year term. 

 

Resolution 

That Ms Lynn Jensz be reappointed to the Audit and Risk Committee for a three-year term ending 30 April 2025. 

 

Moved: Mr Tony Roberts 

Seconded:  Cr Murray Emerson 

Carried 
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6.2  Biannual Report 

Audit Committee Chair to table the Biannual Report. (Attachment) 

 

Outcome 

Mr Peter Knights tabled the Biannual Report.  

 

Resolution 

That the Biannual Report be received and endorsed for tabling at the next Council Meeting. 

 

Moved: Ms Lynn Jensz 

Seconded:  Mr Tony Roberts 

Carried 

 

6.3  Victorian Protective Data Security Standards (VPDSS) 

Ms Stretch Smith to provide an update on the Victorian Protective Data Security Standards. (Attachment) 

 

Outcome 

Ms Stretch Smith provided an update on the VPDSS including the project plan and policies including the acceptable use policy, privacy policy, information 

security management framework and information security performance indicators.   

 

Ms Smith also gave a presentation of cyber security and the associated challenges. 

 

Resolution 

That the Victorian Protective Data Security Standards update be received and noted. 

 

Moved: Cr Murray Emerson 

Seconded:  Cr Kevin Erwin 

Carried 
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7 Risk Management 

 

7.1  Risk Committee Update 

Mr Vaughan Williams to provide a Risk Committee Meeting update. 

 

Outcome 

Mr Williams provided an update from the last Risk Committee Meeting.  Topics included: policies and procedures, risk management policy, and the review of 

operating risks to identify 3 items for review in the next 12 months (procurement, cyber security/penetration testing, and EPA legislation compliance). 

 

Resolution 

That the Risk Committee update be received and noted. 

 

Moved: Ms Lynn Jensz 

Seconded:  Mr Tony Roberts 

Carried 

 

7.2  Risk Management Plan 

Item deferred to next meeting. 

 

8 Financial Reporting and VAGO Audit 

 

8.1  Audit Strategy 

Mr Phil Delahunty from RSD Audit to present the Audit Strategy for the 2021/22 financial year. 

 

Outcome 

Mr Phil Delahunty and Ms Blessing Mendoza from RSD Audit presented the Audit Strategy for the 2021/22 financial year.  Items discussed included: notes 

regarding COVID-19 impact, the challenges for the audit following a reduction in the number of VAGO audit providers for the sector, valuation of infrastructure, 

property, plant and equipment. and the accounting treatment of grants. 

 

Resolution 

That the Audit Strategy update be received and noted. 
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Moved: Ms Lynn Jensz 

Seconded:  Mr Tony Roberts 

Carried 

 

8.2  Quarterly Finance Report 

Mr Graham Haylock to present the Finance Report for the period ending 31 December 2021. 

 

Outcome 

Mr Haylock provided a summary of the key highlights from the Quarterly Finance Report. 

 

Recommendation  

That the Finance Report be received and noted.  

 

Moved: Mr Tony Roberts 

Seconded:  Cr Murray Emerson 

Carried 

 

9 Next Meeting 

Next Meeting is scheduled 22 June 2022. 

 

10 Close 

The meeting closed at 11.00am. 

 

 



 

 
Northern Grampians Shire Council 

 

AUDIT COMMITTEE BIANNUAL REPORT 
for the 6 months to 31 December 2021 

 
1. Attendance and Meetings 
 

The Northern Grampians Shire Council Audit Committee has met twice this 

financial year to date by way of online teams meetings.  Whilst adequate, at 

times this format is less than ideal for enabling fuller communication and 

discussion.  This is obviously a direct result of the Covid restrictions and having 

attendees join the meeting online from time to time for either expediency and 

practicality, is now established as appropriate protocol, we will look forward to 

in person meetings where possible for, I would suggest, most of our meetings 

going forward. 

2. Activity   
 

The VAGO appointed external auditors RSD Chartered Accountants from 

Bendigo continued their engagement and completed the full year Audit Report 

and Final Management letter, reviewed in our first meeting in September. The 

lack of internal audit activity was flagged as a concern by RSD.   From that 

reporting to our meeting a resolution was passed for management to prepare 

an external review into Councils’ Risk Management Framework as a basis for 

developing the internal audit function. 

 

Consultants Crowe prepared the review with nine recommendations for Council 

to use in finalising the RMF and integration of associated systems, which was 

presented at the February meeting.   

 

The former Annual Audit Activity Calendar and Risk Register has been 

transitioned gradually to the digital system by the Council leadership team to 

enable a much improved and pertinent risk reporting function.  We understand 

it is largely from this CAMMS system reporting the internal audit and strategic 

review functions will be managed including the input from this committee.  

Whilst this has taken longer than ideal, we would expect to see initiated action 

from this systems based approach this year, if compliance with the implied 

requirement to have a formal internal audit program cannot be met as yet by 

the CAMMS system then an interim arrangement should be made before 

balance date June 30. 

 

The industry move to systems and reliance on digital data increasingly places 

this organisation into risk exposures from either malicious or inadvertent data 

breaches or failures.  The noted need of an updated disaster management plan 

for ICT as noted in this quarter’s audit plan from RSD, highlights to continued 
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need for resources to this area, and gives us an ideal target for internal audit 

and strategic review for the current year with further items for the 2022 /2023 

year’s program to be determined on review of reporting from CAMMs and 

feedback from the Risk Committee.    

 

We have received and reviewed interim Financial Statements at our February 

meeting and found them well presented and explained.  Thank you to the 

Governance, Compliance and Finance team and to my fellow members of the 

committee for their contribution. 

 

 

 

Peter Knights FCPA  

Chair  

Northern Grampians Shire Council Audit Committee 

April  22nd.  2022 







VPDSF Objectives

• manage information throughout its lifecycle

• manage information across all the security areas

• manage security risks to information confidentiality, integrity, and availability

• manage external parties with access to information

• share information with other organisations with confidence

• minimise security incidents









• covering 5 areas

• 12 standards

• each standard has elements



governance
• executive sponsorship of and investment in security management, utilising a risk-based approach, security 

policies and procedures, training, business continuity and disaster recovery, security incident management, 
external party engagement and oversight;

information security
• protection of information across the information life cycle from when it is created to when it is disposed or 

destroyed;

personnel security
• engagement and ongoing management to ensure the continued eligibility and suitability of people accessing 

public sector information;

ICT security
• secure communications and technology systems processing or storing information; and

physical security
• secure physical environment including facilities, equipment and services and the application of physical 

security measures to protect information.

The Standards cover five areas:



No. Standard

1 Information Security Management Framework

2 Information Security Value

3 Information Security Risk Management

4 Information Access

5 Information Security Obligations

6 Information Security Incident Management

7 Information Security Aspects of Business Continuity and Disaster Recovery

8 Third Party Arrangements

9 Information Security Reporting to OVIC

10 Personnel Security

11 Information Communications Technology (ICT) Security

12 Physical Security



Ref # Element

E1.010
The organisation documents a contextualised information security management framework (e.g., strategy, policies, procedures) 
covering all security areas.

E1.020 The organisation’s information security management framework contains and references all legislative and regulatory drivers.

E1.030 The organisation’s information security management framework aligns with its risk management framework.

E1.040 Executive management defines information security functions, roles, responsibilities, competencies and authorities.

E1.050 Executive management nominates an information security lead and notifies OVIC of any changes to this point of contact.

E1.060
Executive management owns, endorses and sponsors the organisation’s ongoing information security program(s) including the 
implementation plan.

E1.070 The organisation identifies information security performance indicators and monitors information security obligations against these.

E1.080
Executive management commits to providing sufficient resources to support the organisation’s ongoing information security 
program(s).

E1.090 The organisation sufficiently communicates its information security management framework and ensures it is accessible.

E1.100 The organisation documents its internal control library that addresses its information security risks.

E1.110 The organisation monitors, reviews, validates and updates the information security management framework.



Annual attestation – CEO support

Biennial attestation on progress/plans vs each element:

• what we've done

• what we're going to do

• when we're going to do it

> develop our annual plan



Ref # Element

E1.010
The organisation documents a contextualised information security management framework (e.g., strategy, policies, procedures) 
covering all security areas.

E1.020 The organisation’s information security management framework contains and references all legislative and regulatory drivers.

E1.030 The organisation’s information security management framework aligns with its risk management framework.

E1.040 Executive management defines information security functions, roles, responsibilities, competencies and authorities.

E1.050 Executive management nominates an information security lead and notifies OVIC of any changes to this point of contact.

E1.060
Executive management owns, endorses and sponsors the organisation’s ongoing information security program(s) including the 
implementation plan.

E1.070 The organisation identifies information security performance indicators and monitors information security obligations against these.

E1.080
Executive management commits to providing sufficient resources to support the organisation’s ongoing information security 
program(s).

E1.090 The organisation sufficiently communicates its information security management framework and ensures it is accessible.

E1.100 The organisation documents its internal control library that addresses its information security risks.

E1.110 The organisation monitors, reviews, validates and updates the information security management framework.
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What we've done ...



What we've done ...



What we're doing ...



What we're going to do ...





Cyber Security is the new black!



'the application of technologies, 
processes and controls to protect 

systems, networks, 
programs, devices and data from 

cyber attacks'







Victorian Government Office 365 Security Guidance

Microsoft Secure Score

ACSC Essential Eight Maturity Model

Zero Trust Security Model



• recently released

• reviewing requirements and developing a plan

• Microsoft secure score >70



Microsoft Secure Score
visibility, insights, and guidance to maximize council's security and take advantage of Microsoft 365

• a measurement of an organisation's security posture

• improve security posture by providing, visibility, guidance, and control

• following recommendations can protect the organisation from threats



•33 tasks

•22 completed

•3 outstanding risks accepted

•8 still to action

47% when we started





• application control
• patch applications
• configure Microsoft Office macro settings
• user application hardening
• restrict administrative privileges
• patch operating systems
• multi-factor authentication
• regular backups

The Essential Eight are designed to protect Microsoft Windows-based internet-connected networks.



Maturity levels 0 – 3
• review baseline strategies

• assess council's maturity level against

• our current security practices

• VPDSS work undertaken

• Microsoft Secure Score actions

• develop a plan

• implement identified improvements

• 2022/23 external audit against Essential Eight



The zero-trust security model

"never trust, always verify"

particularly where significant use of cloud services is in place




